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Next-Gen Medical Devices:  
Evolving with AI to Ensure Safety and Efficacy

By Eric M. Kraus and George 
Hajduczok 

Phillips Lytle LLP

The integration of artificial intelligence 
(AI) and machine learning (ML) into 
medical devices 

has revolutionized 
health care, enabling 
advancements in 
patient diagnosis, 
treatment 
personalization and 
management. 

This technological 
evolution, however, 
introduces challenges 
in regulatory 
compliance and 
product liability that 
necessitate a nuanced 
approach to ensure 
patient safety without 
hindering innovation. 
In April 2023, the 
U.S. Food and Drug 
Administration (FDA) 
responded to these 
challenges by issuing 
a draft guidance titled  
“Marketing Submission 
Recommendations for a Predetermined 
Change Control Plan for Artificial 
Intelligence/Machine Learning (AI/ML)-
Enabled Device Software Functions.” The 
draft guidance aims to facilitate the safe 
and effective iterative improvement of 
AI/ML technologies, termed as machine 
learning-enabled device software functions 
(ML-DSF), within medical devices through 
a Predetermined Change Control Plan 
(PCCP), outlining methodologies for 
planned modifications and their impact 
assessment to enhance device performance 
responsively.

The FDA’s endeavor to establish guiding 
principles for PCCPs, in collaboration with 
international regulatory bodies such as 
Health Canada and the U.K.’s Medicines 
& Healthcare products Regulatory Agency 
(MHRA), underscores a commitment to 
global regulatory harmonization and informs 
the development of Good Machine Learning 
Practice (GMLP). This initiative ensures AI/
ML-enabled devices are developed with an 
emphasis on diversity and health equity, 
catering to the needs of varied patient 
demographics. Aligning with broader 
governmental ethical considerations, the 
FDA’s guidance resonates with the White 
House’s “Blueprint for an AI Bill of Rights,” 
advocating for safe, transparent and 
equitable AI use, emphasizing algorithmic 
discrimination protection, data privacy and 
the provision of human alternatives.

However, the autonomous decision-
making capability of AI/ML technologies 
complicates traditional product liability 
frameworks. The potential for continuous 
learning and adaptation post-deployment, 
coupled with the opaque “black box” 
nature of some AI algorithms challenges 
the attribution of liability in adverse events. 
Determining whether liability lies with the 
manufacturer, the health care provider 
or the algorithm developers becomes 
increasingly complex.

To navigate this evolving landscape, 
manufacturers and stakeholders are advised 
to actively engage with the FDA’s guidance, 
participate in public discussions, and 
prioritize the transparency and explainability 
of their AI/ML systems. Ensuring that health 
care providers and patients comprehend 
how decisions are made by these devices 
is crucial. Implementing robust data 
governance and ethical AI practices from 
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the onset of device development, in line 
with the principles advocated in the AI Bill 
of Rights, is essential.

Manufacturers must also consider the 
total product lifecycle (TPLC) of their 
AI/ML-enabled devices, emphasizing 
comprehensive risk management and 
quality systems to maintain safety and 
efficacy as the devices evolve. This 
includes conducting rigorous testing and 
validation to accommodate the dynamic 
nature of AI/ML technologies while 
considering the foreseeability of potential 
harms and establishing clear warnings and 
communication strategies about device 
updates and modifications.

In conclusion, while the integration 
of AI/ML in medical devices presents 
significant opportunities for enhancing 
patient care, it also introduces notable 
regulatory and liability challenges. 
The FDA’s proactive steps towards 
creating a flexible yet robust regulatory 
framework highlight a path forward for 
manufacturers. By adhering to these 
guidelines, engaging in ongoing dialogue 
with regulatory bodies, and prioritizing 
ethical considerations, the medical device 
industry can effectively navigate the 
complexities of AI/ML integration, ensuring 
these technologies realize their potential 
in improving health care outcomes while 

mitigating associated risks and liabilities. 

Eric M. Kraus is a partner at Phillips 
Lytle LLP, a member of the firm’s Litigation 
Practice Team and co-chair of the firm’s 
Life Sciences and Health Effects Team. He 
can be reached at ekraus@phillipslytle.com 
or (212) 508-0408. 

George Hajduczok is counsel at  
Phillips Lytle LLP and advises drug and 
medical device companies on digital 
technologies and regulatory compliance 
as a member of the firm’s Life Sciences 
and Health Effects Team. He can be 
reached at ghajduczok@phillipslytle.com 
or (716) 504-5772.
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Name/ prior (*new or not ranked)/ URL Address
WNY

employees
Manufacturing

employees General business description Top WNY Executive

11 Fresenius Kabi 1
fresenius-kabi.com

3159 Staley Rd.
Grand Island, NY 14072

716-773-0800
950950 450 Pharmaceutical manufacturing Anthony Pavell

22 Integer 2
integer.net

11900 Wehrle Dr.
Clarence, NY 14031

716-759-5600
880880 n/a Medical device outsource manufacturer Joseph Dziedzic

33 Thermo Fisher Scientific 3
thermofisher.com

3175 Staley Rd.
Grand Island, NY 14072

716-774-6700
800800 n/a

Assists in research, analytical challenges,
patent diagnostics, productivity and medicine

delivery
Steve Schrader

44 Nissha Medical Technologies *nisshamedical.com

400 Exchange St.
Buffalo, NY 14204

716-853-7500
430430 n/a Medical device manufacturer Sam Helaba

55 Harmac Medical Products Inc. 4
harmac.com

2201 Bailey Ave.
Buffalo, NY 14211

716-897-4500
400400 n/a Single use plastic medical device manufacturer John Somers

66 Viant 5
viantmedical.com

3902 California Rd.
Orchard Park, NY 14127

716-662-5025
275275 n/a Medical device contract manufacturing Ian Forbes

77 Curbell Inc. 6
curbell.com

7 Cobham Dr.
Orchard Park, NY 14127

716-667-3377
231231 n/a Manufacturer of signaling devices and related

accessories
Thomas Leone

88 IMA Life North America Inc. 17
ima.it

2175 Military Rd.
Tonawanda, NY 14150

716-695-6354
161161 53 Manufacturer of freeze-drying machines Joe Aliasso

99 KSL Diagnostics1 7
ksldx.com

1000 Youngs Rd.
Williamsville, NY 14221

800-960-1080
135135 n/a Translational research and manufacturing Kevin Lawson

1010 Safetec of America Inc. 9
safetec.com

887 Kensington Ave.
Buffalo, NY 14215

716-895-1822
126126 n/a Manufacturer of infection control, first aid, and

over-the-counter products
Scott Weinstein

1111 Praxis *gopraxis.com

268 Main St.
Buffalo, NY 14202

855-467-7294
115115 n/a Patient recruitment services for clinical trials Jim Hettich

1212 Tapecon Inc. 8
tapecon.com

701 Seneca St.
Buffalo, NY 14210

716-854-1322
113113 n/a Printing, converting and advanced

manufacturing
Steve Davis

1313
ZeptoMetrix, an Antylia Scientific
Company 11
zeptometrix.com

878 Main St.
Buffalo, NY 14202

716-888-1524
9090 n/a Biotech company focused on diagnostics and

speciality chemicals
Evangeline Gonzalez

1144 Omniseq Inc.2 13
omniseq.com

700 Ellicott St.
Buffalo, NY 14203

800-781-1259
56561 n/a Clinical oncology testing and contracted

research services to support drug development
Margot Schoenborn

1515 SR Instruments Inc. 14
srinstruments.com

600 Young St.
Tonawanda, NY 14150

716-693-5977
5353 33

Design and manufacturer of custom weighing
systems for the medical, veterinary and

zoological professions
John Siegel

1616 GenTech Scientific LLC1 15
gentechscientific.com

23 Mill St.
Arcade, NY 14009

585-492-1068
2626 n/a Analytical instrument refurbishment Michael Lippa Jr.

1717 E3 Diagnostics 16
e3diagnostics.com

90 Earhart Dr.
Williamsville, NY 14221

800-716-1799
99 n/a

Medical instrumentation sales, service and
calibration, specializing in the hearing and

balance market
James Becker

1818 Garwood Medical Devices Inc. *garwoodmedical.com

665 Northland Ave.
Buffalo, NY 14211

716-322-3222
55 n/a Medical device company focused on metal

implant infection treatment
Wayne Bacon

1199
Martin Medical Equipment
Service Co. 21
mmesco7215.com

7215 Campbell Blvd.
Pendleton, NY 14120

716-694-3542
44 4 Sales, service and inspection of medical

equipment
Tim Martin

2200 MimiVax Inc. *mimivax.com

Elm and Carlton Streets
Buffalo, NY 14263

716-845-8850
22 1 Pharmaceutical company developing SurVaxM

immunotherapy for cancer treatment
Michael Ciesielski

Prior year data1
A division of Labcorp Oncology2
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