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New cybersecurity requirements for financial 
services companies

On March 1, 2017, the New York 
State Department of Financial 

Services (DFS) enacted 23 NYCRR 
500 (Part 500), or “cyber regula-
tions,” with the intent to combat the 
growing risk of cybersecurity threats. 
N.Y. Comp. Codes R. & Regs. tit. 23, 
§ 500.0 (2023) (eff. Mar. 1, 2017). The 
DFS cyber regulations were amended 
as of November 1, 2023, which include 
changes to cybersecurity incident re-
porting, oversight of cybersecurity 
protocol, security controls and policy 
requirements, among other things. 
Many, but not all, of these changes are 
summarized below.

Among other things, the amended 
regulations clarify the responsibil-
ities of a covered entity’s Chief In-
formation Security Officer (CISO), 
require specific data protection 
measures, expand the annual cer-
tification requirements and modify 
exemptions from Part 500. Various 
amendments are scheduled to take 
effect between December 1, 2023, 
and November 1, 2025.

CL ASS A COMPANY 

REQUIREMENTS

A covered entity is any company 
operating under a license, registra-
tion, charter, certificate, permit, ac-
creditation or similar authorization 
under the Banking Law, the Insur-
ance Law, or the Financial Services 
Law. All covered entities must com-
ply with the cyber regulations unless 
they are subject to an exemption.

A Class A Company is a covered en-

tity with at least $20 million in gross 
annual revenue in each of the last two 
fiscal years from all of its business op-
erations and the business operations of 
its affiliates located in New York State. 
In addition, the entity must either 
have (1) more than 2,000 employees, 
including those of affiliates, averaging 
over the last two fiscal years or (2) over 
$1 billion in gross annual revenue, in-
cluding revenue earned by affiliates.

In addition to requirements appli-
cable to covered entities, heightened 
requirements for Class A Companies 
include, but are not limited to, de-
signing and conducting independent 
audits of its cybersecurity program, 
monitoring privileged access activi-
ty, automatically blocking common-
ly used passwords and implementing 
endpoint detection.

RESPONSIBILITIES AND 

OVERSIGHT OF THE CHIEF 

INFORMATION SECURIT Y 

OFFICER

The amendments clarify if a cov-
ered entity employs a third-party 
CISO, the covered entity remains 
responsible for compliance with 
the cyber regulations, and that the 
CISO is subject to additional over-
sight requirements. In connection 
with the CISO’s implementation 
and enforcement of the cybersecu-
rity program and policy, the CISO 
now has to not only report at least 
annually on the entity’s cybersecu-
rity program, but also timely report 
“material cybersecurity issues” to 

the “senior governing body,” such 
as the board of directors. If a Class 
A Company does not implement 
automatic blocking of common 
passwords, endpoint detection and 
response solution, or centralized 
logging and security event alerting, 
the CISO is tasked with approving in 
writing the use of reasonably equiv-
alent or more secure controls.

RESPONSIBILITIES OF THE 

SENIOR GOVERNING BODY

The amendments require the senior 
governing body to oversee the cov-
ered entity’s cybersecurity risk man-
agement. This includes understand-
ing cybersecurity-related matters, 
maintaining cybersecurity programs, 
regularly reviewing cybersecurity re-
ports and confirming that the entity 
has allocated sufficient resources to 
cybersecurity programs.

Specific data protection measures

The amendments to Part 500 clar-
ify or heighten the requirements for 
a covered entity’s cybersecurity pro-
grams. That is, under the current cyber 
regulations, a covered entity’s cyber-
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security program must include, among 
other things:

•	 Documented asset inventory  
of the entity’s information sys-
tems

•	 Written incident response and 
business continuity and disas-
ter recovery plans to respond 
and recover from cybersecuri-
ty incidents

•	 Risk-based controls designed to 
protect against malicious code

•	 Annual cybersecurity aware-
ness training

•	 A written policy requiring en-
cryption to protect nonpublic 
information

•	 Multi-factor authentication 
for remote access and all priv-
ileged accounts

DFS NOTIFICATION 

REQUIREMENTS

Annual certification

Covered entities still have to provide 
a compliance certification to the su-
perintendent. But, the amendments 
now require that such certification be 
based on certain supporting materi-
als, as well as a written acknowledge-
ment of material non-compliance and 
remediation. These statements are 
due annually by April 15.

Security event notification

Now, in addition to having to pro-
vide notice of cybersecurity incidents 
that occur at a covered entity, the 
amendments explicitly require notice 
of incidents that occur at a third-par-
ty service provider or affiliate. The 
timing remains the same, and notice 
has to be given to the superintendent 
as “promptly as possible,” but not 
later than 72 hours after determining 
that the event occurred.

Covered entities are now required 
to provide notice of extortion pay-

ments in connection with a cyber-
security incident within 24 hours of 
the payment or notice of the pay-
ment. Then, within 30 days of such 
payment, a description of alterna-
tives considered and the due dili-
gence used to identify such alterna-
tives must be provided.

MODIFIED EXEMPTIONS

The amendments modify the crite-
ria that covered entities must satisfy 
in order to qualify for a limited or full 
exemption to the cyber regulations. 
The amendments allow for more 
businesses to be exempt from certain 
requirements of the cyber regulations.

Small business exemption

The amendments expand the ex-
emption criteria for small business-
es, resulting in additional financial 
services companies that may be ex-
empt from sections of the cyber reg-
ulations. Small businesses are defined 
as covered entities with (1) fewer than 
20 employees and independent con-
tractors of the covered entity and af-
filiates; (2) less than $7,500,000 in 
gross annual revenue in each of the 
last three fiscal years from all business 
operations of the covered entity and 
business operations of its affiliates 
within New York State; or (3) less than 
$15,000,000 in year-end total assets, 
including assets of all affiliates. The 
requirements that small businesses 
are exempt from include designating 
a CISO to report to the senior gov-
erning body and establishing written 
incident response plans, among oth-
er things. However, small businesses 
must still comply with all other sec-
tions of the cyber regulations.

Full exemptions

Apart from limited exemptions for 
small businesses, an otherwise cov-
ered entity may qualify for a full ex-
emption from the cyber regulations if:

•	 The covered entity is an em-
ployee, agent, wholly owned 
subsidiary, representative or 
designee of another DFS-regu-
lated business

•	 The other business’s cyberse-
curity program fully covers the 
covered entity

This section exempts entities that 
are subject to the cyber regulations 
of a separate DFS-regulated business. 
While this exemption existed previ-
ously, the amendments add wholly 
owned subsidiaries to the categories 
of entities included in this section.

Additionally, the amendments cre-
ate new exemptions for:

•	 Inactive individual insurance 
brokers

•	 Individual insurance agents 
who are placed in inactive sta-
tus under Insurance Law sec-
tion 2103

•	 Individual licensees placed in 
inactive status under Banking 
Law section 599-i

If a covered entity qualifies for 
a full exemption from Part 500, it 
must submit a Notice of Exemption 
through the DFS Portal within 30 days 
of the determination that the covered 
entity is exempt.

It is important that financial ser-
vices companies review their com-
pliance programs and seek assistance 
from experienced professionals in 
light of the amendments to the DFS 
cyber regulations.
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