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New York State Employers Must Provide
Notice of Electronic Monitoring

In the absence of an overarching federal law,
data privacy laws continue to evolve primarily
at the state level. As we previously reported?
effective May 7, 2022, employers must provide
notice of electronic monitoring to employees as
a result of an amendment to New York’s Civil
Rights Law that was sighed by New York
Governor Kathy Hochul in November 2021.

TO WHOM DOES THE LAW APPLY?

Employers (individuals, corporations, partnerships, firms or
associations) with a place of business in New York State that
engage in electronic monitoring of employees are subject to
the new requirement. Neither the State nor “any [of its]
political subdivision[s]” are considered “employers” for
purposes of the law.

WHAT ARE SOME EXAMPLES OF ELECTRONIC
MONITORING?

Employers that “monitor or otherwise intercept[]”
telephone or email communications or transmissions, or
internet access or usage, should provide notice as required
under the law. Employers should consider whether they
should provide notice even if they do not manually review
such electronic access, usage or communications.

When determining whether notice is required, employers
should review the ways that employees’ electronic activity
may be monitored, such as when they log in to employer-
accessible devices, networks, applications and systems.

Employers should include in their review non-computer
devices such as telephones, wire, radio, electromagnetic,
photoelectronic or photo-optical systems (i.e., systems used
to control access to physical spaces or to track deliveries/
employee movement).

General monitoring that is used solely for the security or
maintenance of a computer system or network, and not

targeted at particular individuals, such as email filters or

internet access restrictions, are not considered electronic

monitoring,.

TO WHOM MUST NOTICE BE PROVIDED?

The law requires that notice of electronic monitoring be
provided upon hiring to all employees who are subject to
electronic monitoring. The law does not specify that such
notice be provided only to employees located in New York
State and, in the absence of further guidance or
enforcement actions, employers should consider erring on
the side of being more, rather than less, inclusive, unless
doing so would be impracticable or impose a significant
burden on the employer.

The law does not specifically require a similar, individual
notice to existing employees, but employers should consider
whether such notice should be incorporated in other
periodic or annual notices relating to employee handbooks
or policies.

1 “New York State Employers Required to Notify Employees of Electronic Monitoring,” Phillips Lytle Labor & Employment Law Client Alert, January 2022,
hetps://phillipslytle.com/publications/client-alert/new-york-state-employers-required-to-notify-employees-of-electronic-monitoring/.
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WHEN SHOULD NOTICE BE PROVIDED AND HOW
SHOULD IT BE DOCUMENTED?

“Prior written notice” should be provided upon hiring,
prior to any monitoring activity. It should be in writing or
in an electronic record and should be acknowledged by the
employee. In addition, a conspicuous notice must also be
provided to employees who are subject to electronic
monitoring.

WHAT ARE THE PENALTIES FOR FAILING TO
COMPLY?

The Office of the New York State Attorney General will
enforce the law. Although the law does not give employees
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the individual right to sue, the attorney general is
authorized to impose a maximum penalty of $500 for the
first offense, $1,000 for the second offense, and $3,000 for
the third and any subsequent offense. As with other laws,
the attorney general may consider failure to notify each
employee as a separate, individual violation.

Additional Assistance

For further assistance, please contact any of the attorneys

on our Data Security & Privacy Practice Team, our
Labor & Employment Practice Team or the Phillips Lytle

attorney with whom you have a relationship. m

Albany Omni Plaza 30 South Pearl Street Albany, NY 12207-1537 (518) 472-1224

Buffalo One Canalside 125 Main Street Buffalo, NY 14203-2887 (716) 847-8400

Chautauqua 201 West Third Street Suite 205 Jamestown, NY 14701-4907 (716) 664-3906

Garden City 1205 Franklin Avenue Plaza Suite 390 Garden City, NY 11530-1629 (516) 742-5201

New York City 620 Eighth Ave 38th Floor New York, NY 10018-1442 (212) 759-4888

Rochester 28 East Main Street Suite 1400 Rochester, NY 14614-1935 (585) 238-2000

Washington, DC 1101 Pennsylvania Avenue NW Suite 300 Washington, DC 20004-2514 (202) 617-2700

Canada The Communitech Hub 151 Charles Street West Suite 100 The Tannery Kitchener, Ontario N2G 1H6 Canada (519) 570-4800
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