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Biometrics in the workplace: Privacy challenges 
and a roadmap for successful compliance

Anna Mercado Clark

Mario Fadi Ayoub

Biometric information is all around us. It enables us to tag friends and family 
in photos on social media, unlock our phones, pay for groceries and track our 
workouts. The technology is already beginning to take hold in the workplace 
as well, as more employers wish to capitalize on quick and reliable employee 

most common biometric applications in the workplace, as well as some of the 

What is biometric information and how is it collected?

Biometric technology is widely used in the workplace. A 2018 Spiceworks sur-

-

-

-
ty and timekeeping.

through employee participation in corporate wellness programs. A 2019 Kaiser 

their employees. Through these programs, employers may collect biometrics 

or health screenings to measure blood pressure, blood sugar, BMI and more.

presents risks and regulatory compliance challenges. For instance, employers 
that decide to collect biometrics should consider numerous state, federal and 

what, if any, obligations they impose on the collection, use, dissemination and 
deletion of biometric data. Although employment law issues are outside the 

-

of biometric timekeeping systems). The use of biometrics further presents a 

information. Finally, employers that decide to collect employee biometrics, es-

insights.

Navigating privacy laws that govern the use of biometrics

-

regarding consent, notice, minimization and deletion, businesses processing 

doing so.

requires employers to keep employee medical information 

may prohibit employers from releasing biometrics and other 

-

health plans and wellness programs operating under employ-

-

information in making employment decisions and from 
requesting, purchasing or disclosing genetic information.

Federal laws aside, employers must remain cognizant of obligations imposed 

-

-

nonpublic information, and periodic and secure disposal of biometric informa-
tion and other data no longer necessary for business operations.

-

Recommendations for using biometrics in the workplace

a streamlined method of security and authentication that has been widely 

1. 

2. -

3. 

-
ment discrimination concerns.

Anna Mercado Clark, CIPP/E, CIPP/US is a partner at Phillips Lytle LLP and 
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